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“Propaganda and distorted narratives from various parties in the 
conflict area and outside have hindered conflict resolution and peace 
processes for decades,”—noted the UN Secretary-General in her 
global 2022 report the UN Special Rapporteur on freedom of 
expression. Interestingly enough, to support her view, she gave the 
protracted conflict in Nagorno-Karabakh as an example.1 

This essay examines international political and legal responses and 
remedies for propaganda for war in the context of the current armed 
conflict in Ukraine, reviews the scope of the prohibition of such 
propaganda through the context of the modern understanding of war, 
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He drew the following conclusion: “Only through the wise use of 
propaganda will our government, considered as the continuous 
administrative organ of the people, be able to maintain that intimate 
relationship with the public which is necessary in a democracy.”2  

Bernays, described the U.S. government’s “wise use of 
propaganda” during the First World War in the following way: 

They not only appealed to the individual by means of 
every approach—visual, graphic, and auditory—to 
support the national endeavor, but they also secured the 
cooperation of the key men in every group—persons 
whose mere word carried authority to hundreds or 
thousands or hundreds of thousands of followers. They 
thus automatically gained the support of fraternal, 
religious, commercial, patriotic, social and local groups 
whose members took their opinions from their 
accustomed leaders and spokesmen, or from the 
periodical publications which they were accustomed to 
read and believe. At the same time, the manipulators of 
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propaganda for war and nothing else.8 Formally, they were adopted in 
response to the Second World Peace Congress’ call to the parliaments 
of the world to outlaw “propaganda favouring a new war.”9  

The World Peace Movement of the times was strongly supported 
by the USSR, as well as Western, left-leaning organizations and 
intellectuals. The Movement was extremely outspoken on the need to 
diminish the threat of atomic weapons and to stop war propaganda—
two topics which have prominently returned in today’s news agenda.  

The Movement then suggested particular mechanisms to achieve 
its aims. For example, a resolution of the World Peace Congress in 
Warsaw called upon “all honest men and women” in the world “to 
maintain a firm boycott against all individuals, organizations, 
publishing houses and film-producing companies, press organs, 
broadcasting stations which directly or indirectly spread ‘propaganda 
for war’ and “to protest against all forms of art and literature which 
foster such propaganda.”10 Beyond this global boycott of propaganda 
for war and protest actions, the Congress suggested education in a 
spirit of international cooperation and respect for other nations.11 
Moreover, the media workers were specifically called upon to refrain 
from being used “as instruments of propaganda for war, of propaganda 
of slaughter and hatred amongst the nations” and rather engage “in 
spreading the principles of peace and mutual understanding amongst 
the peoples.”
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The three tools—boycott, education, and restraint—will 
reverberate once there is a modern response to propaganda. In practice, 
however, the communist laws for the protection of peace were 
generally used to stop dissemination of critical Western narratives 
from abroad as “warmongering” and to punish political dissidents as 
“acolytes” of the “blood-thirsty” militarists and imperialists.13 It was 
for these formal reasons that the USSR started jamming Western radio 
stations in late 1940s, a practice that would last till the late 1980s.14 
Conveniently enough, the laws “On the protection of peace” were 
elusive and overbroad as to the definition of the “propaganda for war.”  

On the other hand, Western countries including Belgium, 
Denmark, Finland, Iceland, Malta, Netherlands, New Zealand, 
Norway, Sweden, Switzerland, the U.K., and the U.S., have all made 
reservations as to their obligations from ICCPR’s Article 20 to enact 
restrictive national norms on the production and dissemination of 
propaganda for war, often citing, that such a prohibition could limit 
freedom of expression in their countries.15 

Despite the East-West controversy, several early resolutions of the 
UN General Assembly (UNGA) were still adopted at the earlier stage 
of the global efforts to stop propaganda for war, and they read today as 
if they were written recently, not 70 years ago. 

UNGA Resolution 290 (IV) from 1949 suggested to promote “full 
freedom for the peaceful [italics are mine - AR] expression of political 
opposition” and to “remove the barriers which deny to peoples the free 
exchange of information and ideas”—but only as long as it is “essential 
to international understanding and peace.”16 It also called on the five 
permanent members of the UN Security Council to “exercise restraint 
in the use of the veto” power in order to make this body an effective 
“instrument for maintaining peace.” 17
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In another resolution, the UNGA gave a rather distinct definition 

to war propaganda by saying that it “[c]ondemns all forms of 
propaganda, in whatsoever country conducted, which is either 
designed or likely to provoke or encourage any threat to the peace, 
breach of the peace, or act of aggression.”18 The UN thus invoked an 
intent or a threat of hostilities as the criteria for the illegal act.  

It is important to note that the UN General Assembly then further 
elaborated on the definition of propaganda for war by stating that it 
also includes “propaganda against peace,” that is, “measures tending 
to isolate the peoples from any contact with the outside world, by 
preventing the Press, radio and other media of communication from 
reporting international events, and thus hindering mutual 
comprehension and understanding between peoples.”19 Thus, an 
intrinsic element of such propaganda became the activities by 
governments “tending to silence or distort the activities of United 
Nations in favour of peace or to prevent their peoples from knowing 
the views of other States Members.”20  
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that portrays their own war efforts in a favorable light.”28 It seems to 
be a weak argument, since portraying an aggressor state as a mighty 
power and a victor does not necessarily mean undermining—through 
propaganda—the very possibility of finding a peaceful solution. 

Recently doubts were also voiced as to whether prohibition of 
propaganda for war can be applied during an armed conflict, or is 
appropriate only in times of peace. The UN Special Rapporteur in her 
global report noted that the prohibition “is understood to be applicable 
only in relation to aggression or breach of peace contrary to the Charter 
of the United Nations and limited to incitement of war and not to 
propaganda during war.”29 Her limited understanding of the 
prohibition refers to the submission of ARTICLE 19 and the author’s 
earlier article.30 Still, none of the referred sources actually give 
grounds to a claim that propaganda for war is allowed during war. This 
understanding is shared by Carrillo, Clinical Professor of Law and 
founding Director of the Civil and Human Rights Law Clinic at the 
George Washington University Law School, who says that the ban on 
propaganda for war is “a norm that by definition can only apply in 
times of peace.”31 He refers in this regard to General Comment 11, but 
its text does not reveal grounds for such an understanding.32 

Perhaps, such a limited understanding is rooted in the concept that 
during war the rules of the International Humanitarian Law (IHL) 
prevail, and the International Human Rights Law (IHRL) is shadowed 
while the parties to the war derogate from its provisions under the 
ICCPR (including under its Art. 20). But it is broadly recognized today 
“that both IHL and IHRL apply during armed conflicts and that they 
provide complementary and mutually reinforcing protection. This 
means that while the emergence of an armed conflict triggers the 

 
28 Article 19 Submission, Response to the Consultation of the U.N. Special 
Rapporteur on Freedom of Expression on Her Report on Challenges to Freedom of 
Opinion and Expression in Times of Conflicts and Disturbances (July 19, 2022) 
[hereinafter Response to the Consultation], 
https://www.ohchr.org/sites/default/files/documents/issues/expression/cfis/conflict/
2022-10-07/submission-disinformation-and-freedom-of-expression-during-armed-
conflict-UNGA77-cso-article19.pdf. 
29 Disinformation and Freedom of Opinion, supra note 1, at para. 39.  
30 See generally Richter, supra note 6. 
31 Arturo J. Carrillo, Between a Rock and a Hard Place? ICT Companies, Armed 
Conflict, and International Law, 46 Fordham Int’l L.J. 57, 118 (2023). 
32 See generally General Comment No. 11
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authorities when in 2022, calling, “to immediately refrain from these 
unlawful practices.”41 

IV.  SCOPE OF MODERN WAR AND ITS PROPAGANDA  
 

Today, propaganda benefits from a wide use of modern 
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conflicts.” Modern wars have a more thorough use of information as a 
weapon that they employ. The key elements of the weapon are 
cyberwars, information operations, information warfare and hybrid 
wars. 

Digital wars take place in cyberspace, presenting significant threats 
to national security. Such a cyberwar is defined as “operations against 
a computer, a computer system or network, or another connected 
device, through a data stream, when used as means or methods of 
warfare in the context of an armed conflict.”44 Cyber warfare raises 
questions about how certain provisions of law concerning armed 
conflict or International Humanitarian Law, apply to these operations, 
and whether it might require further development. For example, there 
is “a host of new and unique questions around what cyber activities 
rise to the level of an [armed] ‘attack’ and, by extension, how states 
have to comply with IHL.”45 Are cyberattacks simply varying types of 
commonly understood “traditional” wars, or are they stand-alone 
phenomena that should be treated differently than “traditional” wars in 
the law?46  

An academic military project called “Tallinn Manual” elaborates a 
lot on this question.47 The project’s experts remind that traditionally 
only significant injury or physical damage allows to qualify an armed 
attack.48 Typically, a hostile cyber operation does not permit a non-
cyber defensive action, although it indicates that there is a right to self-

 
44 The Int’l Comm. of the Red Cross, International Humanitarian Law and the 
Challenges of Contemporary Armed Conflicts: Recommitting to Protection in 
Armed Conflict on the 70th Anniversary of the Geneva Conventions, 2020, at 26, 
https://www.icrc.org/sites/default/files/document/file_list/challenges-report_new-
technologies-of-warfare.pdf.  
45 Jonathan Horowitz, Cyber Operations under International Humanitarian Law: 
Perspectives from the ICRC,  
24 AMERICAN SOCIETY OF INT’L LAW (May 19, 2020), 
https://www.asil.org/insights/volume/24/issue/11/cyber-operations-under-
international-humanitarian-law-perspectives-icrc#_ednref8. 
46 See Merck & Co. v. Ace Am. Ins. Co., No. UNN-L-2682-18, 2021 N.J. Super. 
LEXIS 4566, at 14 (Dec. 6, 2021), 
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defense in cyber space. However, in 2019, France suggested to 
categorize cyber as an armed attack if it “caused substantial loss of life 
or considerable economic damage.”49 Thus, the experts see “a degree 
of movement” here.50 

Another expert in cyber defense, Kenneth Geers, even equates 
cyberattacks with propaganda. He describes propaganda as “often both 
the easiest and the most powerful cyber-attack.”51 He explains:  

Digital information, in text or image format—and 
regardless of whether it is true—can be instantly copied 
and sent anywhere in the world, even deep behind 
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the international arena—have traditionally belonged to an armed 
conflict’s toolbox. These days they are definitely “cyber-enabled.” 
While cyberattacks per se are effectively responded to with 
strengthening cyber defense, temporary internet shutdowns, or with 
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approach,64 Code of Practice on Disinformation,65 the European 
Commission’s Action Plan against Disinformation, 66 the European 
Commission’s European Democracy Action Plan,67 and—last but not 
the least—the 2022 Digital Services Act,68 that transforms the Code of 
Practice on Disinformation into Strengthened Code of Practice.69  

The 2022 Digital Services Act created a “crisis mechanism,” which 
enables the European authorities, in times of crisis involving threats to 
national security, to impose “a state of emergency on social media 
sites, search engines, and online marketplaces” and “to intervene in 
platforms’ policies.”70 These documents speak of “propaganda 
warfare” rather than of “propaganda for war,” the latter, however, 
being duly noted in the references made to Article 20 of the ICCPR. 
They also underline that incitement of war “cannot ‘hide’ behind 
freedom of expression.”71 

 

 
64 Communication from the Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the Committee of the Regions: 
Tackling online disinformation: A European Approach, at 18, COM (2018) 236 
final (Apr. 26, 2018), https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:52018DC0236. 
65 EU Policy and Legislation, 2018

65
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activities in the Union than broadcasting, such as research and 
interviews,” nor did it ban their operation outside of the EU.80 

 
C. Interpretation 

 
In 2022, the restriction was based, additionally, on an indirect 

interpretation of “propaganda for war,” by the European institutions. 
For example, the European Council referred to Russia’s “continuous 
and concerted propaganda actions” to “justify and support its 
aggression against Ukraine.”81 In its turn, the European Commission 
substantiated the sanctions by referring to the “massive propaganda 
and disinformation” of the Russian media outlets in relation to “this 
outrageous attack on a free and independent country,” and that they 
pour “their toxic lies justifying Putin’s war,” and pose a “significant 
and direct threat to the Union’s public order and security.82  

According to the EU documents, the Russian Federation “has 
engaged in a systematic, international campaign of media 
manipulation and distortion of facts in order to enhance its strategy of 
destabilisation of its neighbouring countries and of the Union and its 
Member States.”83 Those actions “have been channelled through a 
number of media outlets under the permanent direct or indirect control 
of the leadership of the Russian Federation. Such actions constitute a 
significant and direct threat to the Union’s public order and security,” 
and “are essential and instrumental in bringing forward and supporting 
the aggression against Ukraine, and for the destabilisation of its 
neighboring countries.”84 

It is prohibited for “operators to broadcast or to enable, facilitate or 
otherwise contribute to broadcast [in the EU], any content by the legal 
persons, entities or bodies [on the banned media list], including 
through transmission or distribution by any means such as cable, 
satellite, IP-TV, internet service providers, internet video-sharing 
platforms or applications, whether new or pre-installed.”85 Further, the 

 
80 See 
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World War III has begun and that Russia must 
‘demilitarize NATO.’92 

 
The legality of the sanctions against the Russian media was 

confirmed by the Court of Justice of the European Union (CJEU).93 In 
dismissing the claims of the RT branch in France, it treated the ban in 
Article 20(1) of the ICCPR quite broadly by saying that propaganda 
for war includes (1) propaganda “in favour of the military aggression 
against Ukraine targeted at civil society in the [European] Union and 
neighbouring countries”, (2) broadly understood propaganda at war, 
described as propaganda being “part of the context of an ongoing war”, 
started by an aggressor State, “in breach of the prohibition on the use 
of force”, and (3) “not only incitement to a future war, but also 
continuous, repeated and concerted statements in support of an 
ongoing war”, unleashed contrary to international law, “especially 
where those statements come from a media outlet under the direct or 
indirect control of the aggressor State.”94 In this way, the Court also 
rejected the vision that propaganda for war is legitimate once the war 
began.  

Speaking of the sanctions in the context of freedom and pluralism 
of the media, guaranteed by the EU Charter, the Court noted that the 
importance of the objectives pursued by the sanctions outweigh the 
negative consequences, however considerable, of these measures for 
the applicant media.95 In its decision, the CJEU failed to address the 
arguments of the complainant on censorship or prior restraint that was 
introduced by the sanctions on the media concerned.  

The EU sanctions against the Russian media were met with certain 
criticism by the international mandate-holders on freedom of 

 
92 Sanctions Against Three Russian State Channels–Rossiya 24, RTR Planeta and 
TV Centr International, COMITÉ DENIS DIDEROT DENIS DIDEROT COMM,  



76   J. INT’L MEDIA & ENT L. VOL. 10, NO. 1 

 



INTERNATIONAL LEGAL RESPONSES TO “PROPAGANDA FOR WAR”  77 

As propaganda for war is present within social media as well, it is 
important to assess the actions made by social media companies to 
restrict or demote it. It turns out that the community standards,  
opinions, and legal reasoning of Meta’s oversight board have so far 
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Finally, propaganda is especially dangerous when emanating from 
the state-owned and state-run, also by proxy, media outlets. The use of 
public funds to impose a one-sided view is a corrupt practice. The two 
world wars and the Cold War that followed have proven that media in 
the hands of governments is a dangerous instrument.111  

Taken together, the changing phenomena of what is “propaganda” 
and what is “war” give grounds to redefine and expand the 
understanding of what is “propaganda for war.” The current war in 
Ukraine and other post-Soviet armed conflicts, military attacks by the 
radicals in the Middle East are typically accompanied by aggressive 
propaganda, providing certain urgency in researching this issue.  

The contemporary response reminds of the early ideas on 
countermeasures against propaganda for war. The suggestions by the 
World Peace Congress of boycott can be linked to the European 
Commission’s ban (or sanctions, “special economic measures”) on 
propaganda broadcasters. The call to further education is visible in the 
“empowering users” through “media information literacy,” while the 
historical call for journalists to refrain from being involved in 
propaganda—in the particular promotion of the “integrity of services” 
and support for “quality journalism” today.112 

“The prohibition of propaganda for war should be interpreted 
narrowly to ensure that it does not infringe on the right to protest and 
criticize,”—calls the Report by the UN Special Rapporteur.113 This 
study of the international law and policy on propaganda pitches for the 
first step to be a clearer distinction between propaganda for war, which 
may and should be prohibited, and any other propaganda which is not 
banned in the IHRL. The next step should indeed be a reinterpretation 
of war propaganda in full compliance with the existing international 
norms, and taking into consideration modern means of propaganda. 
Only then the governments could engage in negotiations, as to what 
should be done with other harmful propaganda.  

As to the correlation of the ban on war propaganda and ban on 
disinformation, these seem to be different issuesomh flSpol9U So1po,tpz, Rnform’] : R Rn0R
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R, Rsc slp,vUU s1U,vp1 Rtc llopv Rbec lp, Riclopv RbecRgotcvUU s1Ulopv RdiRrec lp, R,vp1 Rtcu, R c sol R c svUU s1Ulopv RdiRrecpf RUc slp, RNc solopvhec lp, Rsc slp, lp, Riclopv Rbec lp,vUU s1Uc solopv Rsc lp, Rpz, lc lp, R propac lp, Rgac lp, Rndac lp, x’ 0 q lp,S ofp,Sv l l lp,SulpoUuS vulpoUuS
7m f l v1uf, 0  of1pm ,S m v1u
, 0  of1pl ,S m v1uf, 0 ,Sf1pvolU l v1uf, 0 ,Sf1pvolU , soSSpf RRac lp, 
ou,uc lp, Rodac p, Rur.c F ’z x’ 0 0 q o, sof Uof 1uf r[upo,uS so 7 lp l l l9,p1l l ofp,Svuu l lp,SS lopuulU  RscvulpoUuSov, ’7 ff ll9,p1lec llc lp, R propac lp, Rgac lp, Rndac lp, x’ 0 q lp,v 0 l7s p,SUoSl lp,S ulpoUuS vulpoUuS
7mlc lp, R propac lp, Rgac lp, Rndac lp, UuS7s l l l s7 q lp,S 9opSq lp,SUoSl lp,S uulpoUuS 7m o9 s1UIsCongress x’ 0 q lp,U,UpvS lp,SUoSl lp,S uopuulU vulpoUuS
7m soSSpf RRac lp,  ou,uodaur.
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aggression, might contain disinformation, be based on disinformation, 
or conspiracy theories, or on truthful facts. “True or false?” here 
neither plays a crucial role nor provides a definite response. It is 
another reason why disinformation should not be banned as such. 
States should not prohibit or restrict it unless it meets the requirements 
of legality, necessity, and legitimate aims as set out in Article 19 or 
unless propaganda, instrumentalized with falsities, amounts to 
incitement prohibited by Article 20 of the ICCPR.114 

Politicians create confusion with their ideas of overbroad bans and 
safety nets; they create ambiguities, uncertainties, and perceived gaps 
in international legal standards. Those standards perhaps could be 
finetuned in the future, but first they should be strictly implemented. 

 

 
114 Id. at para. 113.  


