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20% of the course grade in an online or hybrid course must consist of work 
accomplished by the student when their identity is verified and it is highly likely that they 
are using only the aids intended. 

C. Procedures  

Not all of the tools and procedures listed below are used in every online or hybrid 
course. But in all online and hybrid courses, the means of verifying student identity equal 
or exceed the means used in residential instruction. 

1. Identity verification  during the admissions and matriculation process es: 
During the application and admission process, student identity is vetted  in 
accordance with standard practices. Students must provide their complete and 
true identity information in any identification verification process. Sharing or 
allowing others to use their  username, password, or account is against 
Southwestern policy. To help verify identity, Southwestern may also ask an 
admissions applicant to show a current government-issued ID during an 
interview. Before matriculating into the Online J.D. Program, students must 
acknowledge that they have read this policy, the Computer & Network Use 
Policy, and the Online Privacy Statement. All admitted students must also show a 
current government -
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5. Account responsibility : Students are responsible for maintaining the security of 
usernames, passwords, and other required access credentials. An account is given 
to an individual for exclusive use by that individual. It is against Southwestern 
policy for a user to give someone their password or allow others to use their 
account. When using Southwestern resources, users must not attempt to disguise 
their identity , the identity of their account, or the machine they are using. Users 
are held responsible for all activities associated with their accounts and must 
report any compromises of their account immediately to ithelp@swlaw.edu . 
Attempting to discover another user’s password or gain unauthorized access to 
another person’s account, files, or email is prohibited and violates Southwestern’s 
Computer and Network Use Policy. 

6. Learning management system (Canvas) : Southwestern uses Canvas as its 

mailto:ithelp@swlaw.edu
https://www.swlaw.edu/sites/default/files/2023-05/Computer%20and%20Network%20Use%20Policy%205.31.23.pdf
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during the entire exam. The second feature is ExamMonitor, an advanced 
remote proctoring solution that ensures comprehensive monitoring of 
exam-takers through video and audio surveillance during the entire 
examination. Additional information about Examsoft is available on the  
Portal.  

b. Zoom proctoring:  In limited circumstances, Southwestern may authorize 
proctoring via Zoom. For Zoom proctoring, an individual authorized by 
Southwestern will observe as the student completes an examination or 
other assessment. Before the assessment begins, the student must share a 
current government-issued I.D. with the proctor. For Zoom proctoring, 
students will use two devices: one to take the test and another for a video 
feed to the proctor that show the student’s face, the computer screen, 
and the workspace. A proctor may not work with more  than 10 students 
at any given time. 

D. Privacy 

Southwestern is committed to ensuring the privacy of its students  and student 
information . All methods of verifying student identity in distance learning protect the 
privacy of student information under the Family Educational Rights and Privacy Act 
(FERPA). All personal information collected for the purposes of this policy will be handled 
in accordance with applicable laws and Southwestern’s Online Privacy Policy. 

Southwestern also reserves the right to use other technologies to verify student identity 
that are not specifically mentioned in this policy.  

E. Responsibility for Student Identity Verification  

1. The Information Technology department oversees username and password 
assignments and password changes, multi- factor authentication , Single Sign-On 
(SSO) protocols, system monitoring , and overall online security. 

2. The Administrative Services Office verifies entering student identities before 
issuing a Southwestern ID and access card. 

3. The Registrar’s Office is responsible for compliant proctoring. 

4. Academic deans are expected to ensure that faculty within their programs are 
aware of and comply with this policy.  

5. Individual faculty teaching online or hybrid courses are responsible for ensuring 
their individual courses comply with this policy.  

6. When necessary, the Vice Deans or the President & Dean may address non-
compliance through performance reviews or other measures as appropriate. 

https://www.swlaw.edu/about-southwestern/online-privacy-policy
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�). Reservation of Rights  

Southwestern reserves the right to modify this policy at any time and for any reason. 
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