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KATZ IN THE DIGITAL AGE: WHY THE 
KATZ SUBJECTIVE PRONG MUST BE 

RESTRENGTHENED 
 

            Ash Wold* 

I. INTRODUCTION 

Despite its formulation as a two-step analysis, one of the two prongs of 
the !"#$% test has been reduced to a mere formality.  Under the !"#$%
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decide what violates citizens’ privacy.  As a result, lower courts have issued 
confusing and inconsistent rulings failing to protect people’s privacy as 
intended.6 

This Note argues that the Supreme Court must restore the !"#$%test to its 
intended application by reestablishing the subjective prong as its own distinct 
inquiry.  Part II describes the historical background of the Fourth 
Amendment and the origination of the !"#$% test.  Part III explains Justice 
Harlan’s intent for the subjective prong and examines the current problematic 
application of this prong and the third-party doctrine.  Part IV argues that the 
subjective prong needs to be restrengthened and explains its proper 
application to best preserve the Framers’ intent.  Finally, Part V concludes 
that the third-party doctrine must be retired, and the Supreme Court must 
outline the factors that should be analyzed under each of the two prongs of 
the !"#$%test. 

II. THE !ATZ TEST: ORIGINS AND HISTORICAL BACKGROUND 

The British Crown’s abuse of “general warrants” to justify unreasonable 
searches greatly impacted the Framers’ drafting of the Fourth Amendment.7  
General warrants essentially amounted to “permanent search warrants” that 
gave officials broad discretion to search.8  When drafting the Fourth 
Amendment, the Founding Fathers sought to protect all citizens from such 
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The physical trespass doctrine quickly became outdated.  As technology 
advanced beyond what the Framers could have envisioned, the physical 
trespass doctrine was no longer sufficient to safeguard Fourth Amendment 
rights.  People’s privacy interests grew beyond their “persons, houses, 
papers, and effects,” and into the realm of the intangible.  Instead of being 
limited to letters and kitchen drawers, privacy began to transition to the 
contents of emails and cloud accounts.  The Supreme Court needed to 
readjust the meaning of the term “search” to keep pace with dynamic shifts 
in privacy expectations.13 

To keep up with changing privacy concerns, the Supreme Court added 
to the definition of “search” to include a person-
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doctrine used to determine what constitutes a “search,”23 and remains the 
controlling test. 

In addition to the two-prong !"#$%analysis, the “third-party doctrine” 
established in ()*#+,%-#"#+.%&'%5*33+124 and -4*#6%&'%5"173"),25 added an 
additional wrinkle to determining whether a reasonable expectation of 
privacy exists.  Under the third-party doctrine, a person who voluntarily 
shares their information no longer has a “reasonable expectation of privacy” 
in that information because they assume the risk that others will reveal it.26  
In 5*33+1, the Court held that the government’s obtaining of the defendant’s 
bank records did not constitute a search because they were not his “private 
papers.”27  The Court reasoned that the defendant had no reasonable 
expectation of privacy because the information was voluntarily conveyed to 
the banks.28  Similarly, the -4*#6 Court held that the government’s 
installation of a pen register29 at defendant’s phone company to record the 
numbers dialed from his home was not a search.30  The Court reasoned that 
the subjective expectation of privacy prong was not met because people do 
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long time.  However, in the following fifty years since its creation, the test 
has been applied improperly.  The subjective prong, due in part to the 
establishment of the third-party doctrine, is now completely ignored in 
Fourth Amendment analyses. 

III.  THE SUBJECTIVE PRONG HAS BEEN REDUCED TO A PURE FORMALITY  

8'% %9:.#*/+%;"13")<.%=)#+)#%>01%#6+%-:?@+/#*&+%A10)B%

Although Justice Harlan intended the !"#$ test to be a two-pronged 
analysis, modern law ignores the !"#$%subjective prong altogether.  A 2012 
study illustrates the irrelevance of the !"#$%subjective prong.32  The study 
examined all cases published in 2012 that applied the !"#$%test and revealed 
that only three percent mentioned% the subjective prong, and just twelve 
percent actually applied it.33  Most surprisingly, there was not a%.*)B3+%case 
in which the subjective prong was controlling.34  The subjective prong was 
intended to be much more prominent than it is, and in the five decades 
following !"#$C%courts slowly eroded this prong by drifting away from its 
intended purpose. 

In addition to the subjective prong’s loss of use, Justice Harlan’s test has 
been highly criticized.  Some critics argue that the test is circular,35 needlessly 
complex, and unworkable.36  Others opine that it has strayed too far from its 
original meaning.37  One such critic, Jim Harper, exclaimed that the !"#$ test 
“reversed the Fourth Amendment’s focus from the reasonableness of 
government action . . 
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Before -4*#6 and 5*33+1, third-party disclosures were merely a factor to 
be considered within the subjective prong.49  Over time, the third-party 
doctrine has morphed into a bright-line rule that bars Fourth Amendment 
protections altogether, without considering any other factors.50  The 
application of third-party disclosures is now erringly analyzed under the 
objective prong, instead of under the subjective prong.51  Thus, such 
disclosures are analyzed as an objective barrier to a finding of a reasonable 
expectation of privacy I*#60:# considering the impact such disclosures have 
on a .:?@+/#*&+%expectation of privacy.52  The question shifted from “has this 
individual manifested a subjective expectation of privacy” to “is it 
objectively reasonable for this individual to have an expectation of privacy 
after sharing their information with a third party?” 53 The third-party doctrine 
effectively replaced%the subjective expectation test, mirroring the objective%
analysis of the !"#$ test.54  This shift led to the misuse of the subjective prong 
because third-party disclosures were intended to be a mere >"/#01%within the 
subjective prong of Justice Harlan’s formulation of the !"#$ two-pronged 
test.55 

Moreover, the entire rationale underlying the third-party doctrine—that 
it is unreasonable to expect privacy in information voluntarily shared with 
others—is outdated in the modern world.  When the Supreme Court decided 
-4*#6% and 5*33+1
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maintain the best signal possible.57  Whenever a cell phone connects to a cell-
site, a time-stamped record of the connection is created.58  In J"1D+)#+1, after 
identifying the defendant as a robbery suspect, the Federal Bureau of 
Investigation obtained the defendant’s CSLI data without a warrant.59
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police.  It would be unreasonable to claim people relinquish their 
constitutional right to be free from unreasonable searches merely because 
their devices automatically route through third-party carriers.  Additionally, 
cell phones and their services are “‘such a pervasive and insistent part of 
daily life’ that carrying one is indispensable to participation in modern 
society.”69 

The idea that unavoidable sharing of private information should not bar 
the assertion of Fourth Amendment protections is not new: the J"1D+)#+1%
Court echoes that of the dissent in the original third-party doctrine case, 
()*#+,%-#"#+.%&'%5*33+1.70  Arguing against the idea that individuals do not 
have a reasonable expectation of privacy in their bank records simply because 
they voluntarily share such information with bank employees, Justice 
Brennan wrote  that “the disclosure . . . is not entirely volitional, since it is 
impossible to participate in the economic life of contemporary society 
without maintaining a bank account.”71   To live a normal life, there is little, 
if any, choice except to use modern technology.  It would be nonsensical to 
say that users forfeit their rights due to the third-party doctrine and doing so 
would allow the government to entirely circumvent the Fourth Amendment.  
Mirroring Justice Brennan’s sentiment regarding the use of cell phones 
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Notwithstanding the narrow holding, the J"1D+)#+1 majority recognizes 
that the Court’s reasoning potentially applies to much of the technology that 
is routinely used in both personal and professional contexts but declined to 
extend it further in the interest of “tread[ing] carefully.”76  It is conceivable 
that the Supreme Court will expand its holding in J"1D+)#+1%to include other 
similar forms of technology in the future.  The Court’s description of a cell 
phone as being so ubiquitous that it is virtually a “‘feature of human 
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individuals do not voluntarily disclose certain types of information.82  The 
Court’s holding in J"1D+)#+1%is a significant step towards recognizing that 
the scales have tipped too far in favor of law enforcement interests and that 
the Court must reconsider the !"#$% test considering evolving technology.  
!"#$%revealed the Supreme Court’s willingness to amend the “search” test to 
adapt to modern times and technology.  J"1D+)#+1%has only reinforced the 
Court’s willingness. 

What does this all come down to?  The third-party doctrine in its current 
form and application is now untenable.  As opposed to being used as an 
independent basis for denying Fourth Amendment protections, it should be 
relegated to its original purpose as a mere consideration within the subjective 
prong.83 

IV. THE PROPER APPLICATION OF THE !ATZ TWO-PRONG TEST  

8'% F6+%-:?@+/#*&+%A10)B%5:.#%E+%A1+.+1&+,%

Why keep the subjective prong?  What can the subjective prong do that 
the objective prong cannot?  The Supreme Court should restore the subjective 
prong to its original strength because it can be an invaluable tool to determine 
whether a legitimate privacy interest exists, as it is easy to fall victim to 
hindsight bias when conducting a Fourth Amendment analysis.  It is also easy 
to determine that if the government found%incriminating evidence, the search 
must have been valid or that a person who did not think he was being private 
would not have done the crime in a certain place.  In hindsight, when 
performing a !"#$%analysis, it is easy for a court to say: “of course he had a 
reasonable expectation of privacy in that phone booth.”  However, reality 
proves that it is not that simple. 

The problem is not with the subjective prong itself, but with the third-
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Court emphasized the importance of “the right of a man to retreat into his 
own home and there be free from unreasonable governmental intrusion.”89  It 
explained that in !"#$, the defendant was protected by the Fourth 
Amendment because he “justifiably relied” on the privacy of the telephone 
booth.90  In !7330, the Court first examined the defendant’s subjective 
expectation of privacy before analyzing the objective reasonableness of the 
government conduct.  The location of the information obtained by the 
government greatly informed the Court’s conclusion that a search occurred.  
The Framers placed a high value on privacy in one’s home, and accordingly, 
any government action that intrudes on an individual’s privacy in that sacred 
area is much more likely to be protected by the Fourth Amendment. 

-4*#6%
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should consider whether the defendant took any actions to keep the footage 
private, such as storing the video files on a password-protected computer.  
Whether the individual shared the information with a third party should 
merely be a factor to be considered alongside other considerations within the 




