
 

264 

CYBER PILLAGE 
 

Christopher Greulich* 

Eric Talbot Jensen** 

 

 

I. INTRODUCTION ......................................................................... 265 
II. PILLAGE ....................................................................................... 267 

A. Transforming Definition of Pillage ......................................... 267 
1. The Rise of Domestic Pillage ............................................ 270 
2. Other Considerations for Non-Application of Pillage ....... 272 

B. LOAC Application of Pillage .................................................. 274 
1. Historical Development of the Prohibition on Pillage ...... 274 
2. Elements of the Current Rule Prohibiting Pillage ............. 276 

a. Perpetrator ................................................................... 277 
b. Personal or Private Use ............................................... 279 
c. Takings Without Consent ............................................ 280 
d. Armed Conflict ............................................................ 280 

C. Conclusion to Part II .............................................................. 280 
III. CYBER PILLAGE ......................................................................... 





266 SOUTHWESTERN JOURNAL OF INTERNATIONAL LAW [Vol. XXVI:2 

pillage. More modern instantiations not only prohibit the practice, but also 

attach both individual criminal liability9 for participating in pillage and 

command responsibility for leaders that fail to prevent such conduct.10 The 

prohibition is so settled that the International Committee of the Red Cross 

(“ICRC”) has determined that the practice of pillage is prohibited in both 

international armed conflicts and non-international armed conflicts as a 

matter of customary international law.11 

It seems clear at this point that pillage, or the taking of public or 

private property for private or personal use, is prohibited in armed conflict. 

This clarity notwithstanding, to address what appropriately has been dubbed 

“the greatest transfer of wealth in human history,”12 many are calling for a 

mass expansion of the theory of pillage. In light of these calls and the rapid 

emergence of new technologies, it is not as clear how this prohibition will 

apply to new weapon systems such as those used in cyberspace.
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every $48 billion in IP theft.25 Also excluded from the estimates are a 

number of intangible and much more difficult to identify costs to U.S. 

companies and consumers, such as those related to substantially higher 

expenditures on developing and implementing cybersecurity defenses,26 
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commonly held misconceptions about the concept of pillage. First, there is 

misconception of the legal meaning of the word “pillage.” Second, there is 

misconception about when and how the intellectual property is stolen, both 

of which bear on the allowable responses. 

1. The Rise of Domestic Pillage 

Incorporating domestic theft of intellectual property by cyber means 

into the meaning of pillage is a view likely fueled by two common 

associations with another historically meaningful term – piracy. Piracy has 

long been associated with pillage. After all, in common parlance, pirates are 

known to “rape, plunder, and pillage.”30 Notwithstanding its historical 

meaning under international law,31 which is closely linked to theft on the 

high seas, piracy has taken on a second definition in the last four decades, 

which associates piracy with infringing on copyrights.32 It would be 

difficult to find someone in modern society who has not seen the now-

infamous and ever present “FBI Anti-Piracy Warning” at the beginning of 

nearly every feature film. 

Compounding the problem could be a recent change to Black’s Law 

Dictionary’s definition of pillage. Though Black’s Law Dictionary is not a 

conclusive source of definitions for international law terms, the ICRC uses 

Black’s Law Dictionary’s Fifth Edition to define pillage for purposes of 
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the enemy’s subjects.”33 In contrast, the eleventh, and most recent edition of 

Black’s Law Dictionary, defines pillage as “[t]he forcible seizure of 

another’s property, esp. in war; esp., the wartime plundering of a city or 

territory.”34 

It stands to reason some may see the change as a precursor to a change 

in customary international law. However, as will be discussed further in 

Part II(B), the new definition is wholly problematic and is supportable 

neither under current international law nor historic use of the term for the 

following reasons. First, “another’s property” is too broad to be accurate. 

Military forces are permitted to take certain property under the LOAC,35 so 

despite the property belonging to someone else, the taking of that property 

may not be pillage. Second, there is no requirement the property taken be 

converted for personal use, which is a determinative element under 

international law. Third, international law recognizes there are situations in 

which force is not a prerequisite to making a finding that pillage has 

occurred. Finally, and perhaps most important, the definition has no armed 

conflict requirement at all. “Especially in war” does not mean the same 

thing as “only in war,” and international law requires the existence of an 

armed conflict to satisfy the elements of pillage. In other words, to accept 

the current Black’s Law definition is to accept that any forcible theft of any 

property for any purpose by any person at any time is pillage. That is 

simply not supported in the law. No court has charged, let alone convicted, 

anyone of pillage outside the context of an armed conflict. What Black’s 

current definition describes is basically robbery,36 not pillage, and modern 

cybertheft seldom would rise to a level sufficient to trigger pillage. 

Despite the long history of pillage under international law, conflation 

of the two definitions of pillage is not difficult to understand. Just as with 

piracy, the word “pillage” has taken on a second definition of its own – one 

used to describe the mass theft of digital information – and those who 

incorporate the theft of IP into the definition are not wholly wrong for it. 

Indeed, just as pillage has a long, binding history under international law, 

there is an alternate definition with a nearly equally long history that applies 

domestically. Not surprisingly, the elements of the war crime of pillage are 

 

 33. See ICRC Rule 52, supra note 11 (citing Black’s Law Dictionary, at 1033 (5th ed. 1979)) 

(emphasis added). 

 34. See Pillage, Black’s Law Dictionary (Bryan A. Garner, ed., 11th ed. 2019) (emphasis 

added). 

 35. See Convention (II), supra note 7, at art. 52; see Convention (IV), supra note 8, at arts. 

28, 47. 

 36. See Robbery, Black’s Law Dictionary (11th ed. 2019) (defining robbery as “[t]he illegal 

taking of property from the person of another, or in the person’s presence, by violence or 

intimidation…”). 
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circumstances under which a state can resort to force. First, a state may use 

force when an armed attack has occurred or is imminent, pursuant to Article 

51 of the United Nations (“UN”) Charter.39 However, the view that theft of 

intellectual property conducted by cyber means rises to the level of an 

armed attack, even at the levels previously described, has not been adopted 

by the international community.40 

The second circumstance in which a state can resort to force is upon 

advisement to and direction of the United Nations Security Council 

(“UNSC”). Articles 39 and 42 of the U.N. Charter work in concert to 

authorize the UNSC to direct forceful actions if the UNSC believes (1) the 

offending act constitutes a threat to the peace, a breach of the peace, or an 

“act of aggression,” and (2) no peaceable solution exists to resolve the 

conflict.41 A subjective view of the current threats may suggest the severity 

of the actions constitutes a threat to, or breach of, the peace, and some may 

even argue the thefts are acts of aggression. This debate is, however, 

immaterial; any action authorized under these authorities requires 

concurrence of the five permanent members of the UNSC, including 

France, the United Kingdom, the Russian Federation, China, and the U.S.42 

Considering two of the largest offenders are Russia and China, there is little 

chance of t
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plunder as “the fraudulent appropriation of public or private funds 

belonging to the enemy or the opposing party perpetrated during an armed 

conflict and related thereto”67 and accepted Jelisic’s guilty plea based on his 

admissions that he “stole money, watches, jewellery [sic] and other 

valuables from the detainees upon their arrival at Luka camp by threatening 

those who did not hand over all their possessions with death.”68 

The ICC lists the elements of the war crime of pillaging in an 

international armed conflict as: 

1. The perpetrator appropriated certain property. 

2. The perpetrator intended to deprive the owner of the property and to 

appropriate it for private or personal use. 

3. The appropriation was without the consent of the owner. 

4. The conduct took place in the context of and was associated with an 

international armed conflict. 

5. The perpetrator was aware of factual circumstances that established the 

existence of an armed conflict.69 

Under the ICC statute, the elements of the war crime of pillaging in a 

non-international armed conflict are the same, except element 4 requires 

“[t]he conduct took place in the context of and was associated with an 

armed conflict not of an international character.”70 These elements have 

been applied in several cases71 and will continue to play a key role in future 

trials.72 

Assuming that these basic elements will continue to apply to future 

criminal trials, there are some key pieces of these elements that deserve 

more attention, particularly in anticipation of applying these elements to 

cyber activities discussed in Part III. The following paragraphs will analyze 

these key pieces. 

a. Perpetrator 

One of the key contrasts between the ICC elements and the definition 

as stated in some of the State military manuals is the ICC’s use of the term 

 

 67. Prosecutor v. Jelisić, Case No. IT-95-10-T, Judgment, ¶ 48 (Int’l Crim. Trib. For the 

Former Yugoslavia Dec. 14, 1999). 

 68. Id. at ¶ 49. 

 69. ICC Elements of Crimes, Art. 8(2)(b)(xvi) (2011), https://www.icc-

cpi.int/resourcelibrary/official-journal/elements-of-crimes.aspx#article8-2b-xvi. 

 70. Id. 

 71. See Prosecutor v. Katanga, ICC-01/04-02/12, Judgment, ¶ 903 (Dec. 18, 2012); see also 

Prosecutor v. Gombo, ICC-01/05-01/08, Judgment, ¶¶ 113-125 (Mar. 21, 2016). 

 72. ICC, Kony et al. Case, https://www.icc-cpi.int/uganda/kony (listing the alleged crimes of 

Joseph Kony); see Prosecutor v. Kony, ICC-02/04-01/05. 
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“perpetrator” as opposed to a reference to members of an armed force 

generally or, as in the case of New Zealand, members of their own armed 

forces.73 

The ICC’s more general application of pillage to any perpetrator is an 

important expansion. It clearly continues to cover members of armed 

forces, both those belonging to states and those belonging to non-state 

actors such as transnational terrorists and criminal organization. However, 

historical precedent from World War II suggests that the term “perpetrator” 

could also refer to both non-state actors and entities,74 as well as 

corporations.75 Indeed, calls are increasing for this expanded responsibility 

under the doctrine of pillage.76 

In addition to members of any armed forces, corporations, terrorist 

organizations, and other non-state actors, the State itself may also be held 

accountable for pillage carried out by its forces. Tuba Inal makes this clear, 

referring to Nobel Prize winner, Louis Renault, and his comments after the 

1907 Hague Conventions, where Renault argued that one of the innovations 

of the Convention was to make a State party “subject to penalties and 

responsible for all acts committed by the members of its armed forces, 

[and] gave rise to international liability and removed all doubts about the 

compulsory character of the Statute.”77 Article 3 of the 1907 Conventions 

states, “[a] belligerent party which violates the provisions of the said 

Regulations shall, if the case demands, be liable to pay compensation. It 

shall be responsible for all acts committed by persons forming part of its 

armed forces.” Inal argues that this clear addition from the 1899 version of 

the Hague convention is a “recognition of the fact that violation of these 

rules gives rise to international liability.”78 Though not criminal liability, 

 

 73. New Zealand LOAC Manual, supra note 13, at ¶ 11.2.9. 

 74. See Updated Statute of the ICTY, art. 3(e), https://www.icty.org/en/documents/statute-

tribunal (allowing the prosecution of “persons”); Menzel v. List, 267 N.Y.S. 2d 804 (Sup. Ct. 

1966) (holding “‘the Centre for National Socialist Ideological and Educational Research” is an 
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the assignment of pecuniary liability to the State for pillage accomplished 

by state actors will be especially important in Part III. 

b. Personal or Private Use 

The ICC element of “for private or personal use” is not utilized by the 

ICTY, but still remains an element of most state military manuals that 

define pillage. It also is remains part of the historical underpinnings of the 

current prohibition.79 

For example, the allowance for lawful requisition of private property is 

not unconditional. In fact, Article 52 of both the 1899 Hague Convention 

and the 1907 Hague Regulations specify that the requisition of private 
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c. 
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III. CYBER PILLAGE 

Given the definition of pillage as the non-consensual taking of public 

or private property by members of armed forces for private or personal use 

(noting that “armed forces” can include both state and non-state actors or 

other agents of a Party to a conflict), cyber pillage would be defined as such 

a taking by cyber means. As will be demonstrated below, many cyber actors 

are conducting a wide variety of action under various circumstances that 

might look like pillage. However, though many of these activities are 

harmful and often illegal under both international and domestic law, only a 

limited subset will qualify as cyber pillage. The following sections will 

apply the definitional elements of pillage to cyber actions and draw 

conclusions based on such analysis, including with respect to the impact of 

an evolved definition in line with current usage. 

A. Perpetrator 
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cyber threats as among their top national security priorities.86 It is 

absolutely clear that states are actively conducting cyber operations against 

both other states and other entities. 
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5. Conclusion to Part III(A) 

The use of the term perpetrator by the ICC reflects a change to the law 

of pillage that states have not yet fully embraced, as states still mostly limit 

actors who can commit pillage to armed forces or other battlefield fighters. 

However, not only does the ICC reflect the views of at least Party States to 

the Treaty which formed the ICC itself, but also seems to take account of 

the increasing complexity of the modern battlefield. Under the ICC’s statue, 

basically any person or entity could be a pillager and subject to some form 

of liability for actions that amount to pillage. 

Additionally, this expanded definition recognizes the impact of the 

previous discussion on the more modern interpretation of cyber pillage. 

Allowing any perpetrator to commit the crime will hopefully increase not 
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D. Armed Conflict 

Finally, criminal liability under international law for cyber pillage can 

only take place in the context of an armed conflict. In contrast, much of the 

cyber interaction between states as catalogued above has been in the 

context of jus ad bellum, and not armed conflict. Similarly, much of the 

cyber activity described as “cyber pillage” has taken place between private 

parties during times of peace. At least with respect to cyber pillage that 

leads to criminal liability under the LOAC, such activity can only take 

place in the context of an armed conflict. 

Though not accounted for as the majority of cyber actions thus far, 

cyber tools have already played an important role in armed conflicts in 

Georgia,99 Ukraine,100 Israel,101 
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at least under international law. If states were to accept the most recent 

Black’s definition, virtually all of the cyber actions catalogued in this article 

would amount to pillage and give rise to potential criminal liability under 

international law. Such a determination would also mean that each act of 

pillage under the expanded definition would amount to a violation of 

international law, allowing states to respond to such cyber actions with 

countermeasures.103 

Countermeasures are otherwise illegal acts in response to an initial 

illegal act, but excused under international law when conducted in order to 

bring the offending state back into compliance with international law.104 

The acts must be tailored to the initial wrong, proportionate, reversible, and 

not amount to a use of force.105 Countermeasures, which have been so 

narrowly tailored to limit such use, carries a real threat of escalation 

between states if utilized. Elevating the status of otherwise non-qualifying 

cyber actions under international law to an illegal act is simply a move that 

states currently seem unwilling to make. 

Therefore, the current limitation of pillage to the elements as generally 

laid out by the ICC serves to contain the legal consequences of cyber 

activities in accordance with the current desires of states. 

IV. CONCLUSION 

The historical underpinnings of the crime of pillage continue to 

influence states when considering modern cyber activities. In continuing to 

adhere to the definition of pillage as the non-consensual taking of public or 

private property for private or personal use during armed conflict, states 

ha


