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ABILITIES IN PROTECTING CONSUMER

DATA IN THE WAKE OF THE EQUIFAX
BREACH

INTRODUCTION

In 2017, Equifax, one of the three largest consumer credit reporting
agencies, announced that it had a data breach that exposed roughly 145
million U.S. consumer's Social Security numbers, birth dates, addresses,
and driver's license numbers.' Yahoo! 's announcement followed shortly,
disclosing that its data breach actually compromised sensitive personal
information of three billion Yahoo accounts.2  The repercussions of these
data breaches and identity thefts may appear to be an invisible crime, but
the impact on the victims is all too real.3 Injuries from identity theft can
range from lifelong financial woes stemming from ruined credit, to denial
of much needed welfare or tax refunds, to raised auto insurance rates, to an
overwhelming emotional toll on some victims.4  Nonetheless, consumers

1. Equifax Announces Cybersecurity Incident Involving Consumer Information, EQUIFAX

(Sept. 07, 2017), https://investor.equifax.com/news-and-events/news/2017/09-07-2017-213000
628; see also Ron Lieber, How to Protect YourselfAfter the Equifax Breach, N.Y. TIMES (Oct. 16,
2017), https://www.nytimes.com/interactive/2017/your-money/equifax-data-breach-credit.html.

2. See Selena Larson, Every Single Yahoo Account Was Hacked 3 Billion in All, CNN
BUS. (Oct. 4, 2017, 6:36 AM), http://money.cnn.com/2017/10/03/technology/business/yahoo-
breach-3-billion-accounts/index.html; Alfarissa Mayer Says Yahoo Still Doesn’t Know Who Was
Behind Web’s Biggest Breach, USA TODAY (Nov. 8, 2017, 2:56 PM),
https://www.usatoday.com/story/tech/news/2017/11/08/marissa-mayer-says-yahoo-still-doesnt-
know-who-behind-webs-biggest-breach!844716001/ (noting that "[t]he stolen account information
may have included names, email addresses, telephone numbers, dates of birth, hashed passwords
and, in some cases, encrypted or unencrypted security questions and answers.").

3. A Lasting Impact: The Emotional Toll of Identity Theft, 
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to advertising, marketing, and the sale of products or services.12 Still, the
greater flaw in the Commission's self-extended enforcement power is that
in their controlling legislation, section 5(n), requires the Commission to
show that the unfair practice will cause "or is likely to cause substantial
injury to consumers which is not reasonably avoidable by consumers
themselves."'3 However, when the Commission brings an action against a
business, the complaint is instead focused on whether or not a breach
occurred, and often fails to establish or address whether there was a
consumer injury.

14

The main reason the Commission avoids the argument over proving an
injury is that it is incredibly difficult to prove that one exposure of a
consumer's data led to an injury, evident in the quick dismissal of a
majority of consumer complaints.'5 The Commission contends that it is
arguing under a different standard than individuals,16 but the Commission
has continually been able to bypass this requirement because a majority of
the time data breach cases are quickly settled out of court.'7

This advantage of avoiding the argument of establishing an injury is
rapidly disappearing, as the U.S. Court of Appeals, Eleventh Circuit ruled
on June 6, 2018 that the Commission must now show that the standards of
unfairness it enforces must be in 'clear and well-established' policies that
are expressed in the Constitution, statutes, or the common law.""' This is
troublesome for the Commission, as it must now plead more than that an
injury occurred, but that the injury complies with the elements of a legal
principle, such as a cause of action for negligence.19 The Commission most
likely may no longer simply state an injury and expect it to be sufficient.

The ruling in Eleventh Circuit, coupled with the overall ineffectiveness
of data protection with the massive data breach of sensitive permanent

12. FED. TRADE COMM'N, DOT COM DISCLOSURES: INFORMATION ABOUT ONLINE

ADVERTISING 3 (May 2000), https://www.ftc.gov/sites/default/files/attachments/press-
release s/ftc -staff-issue s-guidelines-internet-advertising/0005 dotcomstaffreport.pdf.

13. Federal Trade Commission Act § 5; 15 U.S.C. § 45(n) (2006).
14. See In re Twitter, Inc., No. 90-348, 2011 WL 914034 (F.T.C. Mar. 2, 2011) (arguing a

section 5 violation without any mention of an injury or possible injury); see also In re Uber Tech.,
Inc., No. 152-3054, 2017 WL 3621179 (F.T.C. Aug. 15, 2017) (finding a section 5 violation
without an injury); In re Lenovo, Inc., No. 152- 3134, 2017 WL 4021827 (F.T.C. Sept. 5, 2017)
(proclaiming that there was a substantial consumer injury without an explanation of the injury or
the possible injury).

15. See Lenovo, 2017 WL 4021827; Duqum, 2016 WL 3683001, at *8; Key, 454 F. Supp184.6 Tm
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information by Equifax, illustrate that a new approach to address the
growing number of data breaches is needed.20  Enactment of a legislative
bill such as H.R. 3896 to create national standards, increased responsibility,
and accountability for businesses busio01 1 
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Commission to maintain a higher level of data to protect consumers from
the harms of these data breaches are needed.28

I. THE COMMISSION'S DISCRETION IN DATA BREACH INCIDENTS

A. The Chevron Deference

Under Article 1, section 1 of the U.S. Constitution, Congress is able to
create agencies with a statute that lays out the breadth of regulatory power
and the purpose of the agency.29 Congress delegates to agencies both the
objective to enforce the text of the agency's controlling statute, and
rulemaking abilities.g The courts are obligated to abide by the rules or
interpretations of rules made 
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statute.3 5 Permissibility depends on the holistic reading of the statute and
its accompanying legislative history.3 6

Although this generally can be 



2019 FTC IN THE WAKE OF THE EQ UIFAX BREACH 551

Commission to issue and enforce specific privacy regulations for children.4 5

The Commission did not seek to extend protection to consumers in general,
because, at the behest of industry leaders, the Commission still felt that the
industry was better served by "implementing broad-based and effective
self-regulatory programs.46  However, newly elected President Bush
replaced the Commission chairman who sought the proper legislative
approach and therefore, eliminated any attempt for a comprehensive
expansion of online privacy for consumers.47  The newly selected
Commission chairman instead directed the Commission towards online
security protection through a new interpretation of section 5(a)'s unfair or
deceptive business practice or act provision to include improper data
protection.

48

Section 5(a) of the FTC Act grants the Commission discretion to
prevent all "unfair ... acts or practices in or affecting commerce.4 9 The
section is void of enumerated unfair business practices and was most likely
drafted in this manner to give the Commission the "sweep and flexibility" 50

needed to respond to "a flexible concept with evolving content. ,51

Congress was purposefully silent when drafting, because any attempt at a
comprehensive list would have "been incomplete and likely would have
become outdated or left loopholes susceptible to easy evasion. "52 The
Commission agreed with this sentiment when responding to data breach
violations and decided not to create a list with its rule making power, but to
proceed on a case-by-case basis analysis of section 5(a) data breach
violations to remain dynamic.53 The Commission chose this method

45. Id. at 130-32; MARTHA K. LANDESBERG & LAURA MAZZARELLA, FED. TRADE

COMM'N, SELF-REGULATION AND PRIVACY ONLINE: A REPORT TO CONGRESS 1 (July 1999),
https://www .ftc .gov/systemfiles/documents/reports/self-regulation-privacy-onlinea-federal-trade-
commission-report-congress/1999self-regulationreport.pdf.

46. LANDESBERG & MAZZARELLA, supra note 45, at 1.
47. See TIMOTHY J. MURIS, FED. TRADE COMM’N, PROTECTING CONSUMERS’ PRIVACY:

2002 AND BEYOND (Oct. 4, 2001), https://www.ftc.gov/public-statements/2001/10/protecting-

consumers-privacy-2002-and-beyond.
48. See In re DoubleClick, Inc. Privacy Litig., 154 F. Supp. 2d 497 (S.D.N.Y. 2001); In re

Intuit Privacy Litg., 138 F. Supp. 2d 1272 (C.D. Cal. 2001); Geocities, No. 9823015, 1998 WL
473217, at *13 (F.T.C. Jan. 1, 1998).

49. 15 U.S.C. § 45(a)(1) (2006).
50. FTC v. Sperry & Hutchinson Co., 405 U.S. 233, 241 (1972).
51. FTC v. Bunte Bros., 312 U.S. 349, 353 (1941).
52. JOSHUAD. WRIGHT, FED. TRADE COMM'N, SECTION 5 RECAST: DEFINING THE FEDERAL

TRADE COMMISSION'S UNFAIR METHODS OF COMPETITION AUTHORITY 2 (June 19, 2013),
https://www.ftc.gov/sites/default/files/documents/public statements/section-5-recast-defining-
federal-trade-commnissions-unfair-methods-competition-authority/ 130619section5recast.pdf.

53. Id.
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because "[y]ou don't do the rulemaking cause you can't anticipate the
problems until they occur.54

In turn, the public has been left 
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Unfortunately, consumers actions against businesses who have
compromised their data are largely dismissed in the preliminary stages
because they are declared to not have an injury.68 This is not to say that an
injury is not present for victims of identity theft.69 Beyond the time spent
getting new credit cards and refunds for fraudulent purchases, identity theft
can also have lasting effect throughout your entire life. 70 Besides the
financial harms of identity theft, the emotional toll on victims of identity
theft is akin to "emotional effects [felt by] victims of violent crimes,
ranging from anxiety to emotional volatility.",71 Victims of identity theft
can become overwhelmed with both the stress of financial strain and
vulnerability associated with this invasive crime.72 They may also continue
to feel "exposed all the time," even during a simple payment transaction at
a grocery store where their card is swiped twice.73

Nonetheless, a majority of data breach cases are still dismissed by
judges over their inability to prove standing under Article III. 74 Simply put,
consumers cannot show that a specific injury, as from International
Harvester, occurred to them was caused by a data breach.7 5 It seems at
odds with logic that the Commission is able to argue that their complaints
are based on substantial injury when consumers cannot even prove an
injury.

Furthermore, businesses are now turning to the dismissal of consumer
cases based on direct causation by showing that the injury was "fairly...
trace[able] to the challenged action of 
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2. The Commission's Untested Argument of Differing Standards

The Commission argued that itself and consumers are arguing under
different standards. It contested that private plaintiffs must show an actual
or imminent injury that impacts the consumer in an individual and personal
way.94 Whereas, the Commission argued that it need only contend that the
business practice causes or is likely to cause an injury to consumers.95 It
further claims that it is immaterial to identify consumers who suffered any
injury, only that some consumers suffered an injury because "the nature of
the harm is so diffuse[d] that specific identities of the victims would be
nearly impossible to ascertain. "96 However, the Commission's argument
has not been ruled on directly by courts and this argument has even been
completely avoided, as the majority of data breach cases have been resolved
by consent orders.97

The usual process is that the Commission files a complaint in an
administrative proceeding and the business complies via a consent order.98

Businesses follow this route of not challenging their case and the
Commission's authority, in order to mitigate embarrassment and legal
fees.99 This has effectively allowed the Commission to bypass the difficult
requirement that consumers face in trying to bring their case forward. That
is not the situation now, as the Commission's power to challenge businesses
for security breaches under section 5 has significantly changed with LabMD
v. FTC. 1oo

C. LabMD v. Federal Trade Commission

It was 
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into LabMD over a potential data breach of the clinic's patient files. 10 2 The
laboratory held sensitive personal information of over 750,000 patients and
included "names, birthdates, addresses, and Social Security numbers, as
well as certain medical and insurance information. "103 The Commission
filed a complaint and charged LabMD with unreasonable computer data
security practices that likely constituted a substantial injury.10 4  The
proposed injury stemmed from a leak in 2005 caused by a billing manager
who used "a peer-to-peer file-sharing program called LimeWire on her
work computer."' 0 5 LimeWire allowed other users to search and download
any file in the billing manager's computer, which happened to include
1,718 pages of sensitive personal information.0 6 The only known entity
that downloaded the 1,718 pages was 
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Court of Appeals for the Eleventh Circuit with its key arguments that the
Commission exceeded its authority under section 5 when it found
"LabMD's data security practices 'unfair' under section 5" and that the
Commission's order of "remedies and relief are invalid even assuming a
section 5 violation.

'113

The Eleventh Circuit partially agreed with LabMD and issued a stay of
the Commissions' consent decree against LabMD." 4 It observed that there
was merit to LabMD's argument and that the Commission's interpretation
of section 5 "may not be reasonable.""5 The court agreed with LabMD's
argument that the theft of the 1718 file did not have a tangible effect on
consumers"6 as the Commission "did not point to any tangible harm to any
consumer, because there is no evidence that any consumer suffered a harm
such as identity theft or physical harm."" The Commission's argument
that there was injury was based solely on the disclosure of the 1718 file
without authorization from the consumers and that the "consumers suffered
a 'privacy harm' that may have affected their reputations or emotions,a asubsangiallanjury "" 1Tj
/R9 7.5 Tf
1 0 0 1 306 4448f1Tm
(a8)Tj
/R9 10 Tf
1.04 0 0 1 3187434of1Tm
(aThs )Tj
1.0 0 1 3420434of1Tm
(an )Tj
1. -0.1 Td
(hi )Tj
1.07 0 0 1 3615434o
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orders and injunctions.2 2 The Commission's order to LabMD contained no
prohibitions and commanded LabMD to "meet an indeterminable standard
of reasonableness.'23  That was not the only blow to the Commission's
enforcement of data security violations, as the Eleventh Circuit also stated
that the Commission must satisfy the second 1964 unfairness factor.124 In
1964, the Commission established three factors to consider when exercising
its unfairness authority.125 The second 1964 unfairness prong required that
the "act or practice's 'unfairness' must be grounded in statute [and] judicial
decisions. "126 
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data breaches, and to also give the Commission a more active role in
protecting consumers through the creation of national standards.133

D. The Nonexistent Standards of Data Security

With the decision of the Commission to pursue data breaches on a
case-by-case approach, the Commission fails to provide a clear data
security standard.3 4 The Commission contends that the lack of standards is
necessary for data security because the nature of harm of data security is
dynamic.35 The Commission backs up its argument that it can choose
whatever strategy they wish to take, as the Commission is "fully entitled" to
take this route given current legislation.3 6 Although this is not the worst
method to combat data breaches, as security strategies vary greatly
depending on the industry or scale of operation, it leaves businesses with no
bar to gauge their security protocols or to even have a security protocol at
all.

1. A Standard is Needed for Data Security

When the Commission brought a complaint against the married person
dating website, Ashley Madison, because of the prior data breach, it was
found that the thirty-seven million user website was not adequately
protected. 37  This came as a surprise, as the breach and the subsequent
posting of Ashley Madison member's information on a searchable database
online by the hackers is rather counter intuitive to Ashley Madison's
business model for primarily married men to engage in "clandestine

133. A Lasting Impact, supra note 3; Megan Leonhardt, Equifax Is Going to AMfake Millions
Off Its Own Data Breach, TIME (Oct. 4, 2017), http://time.com/money/4969163/equifax-hearing-
elizabeth-warren-richard-smith!; Jim Puzzanghera, Senators Slam Equifax for Afaking Aloney Off
Alassive Data Breach and No-bid IRS Contract, L.A. TIMES (Oct. 4, 2017, 12:40 PM),
http://www.latimes.comlbusiness/la-fi-equifax-senate-20171004-story.html; Weisbaum, supra
note Equ6  213.7 F.3d0125m
(the )Tj
0 r264 B02m
(supra23.6 Tm
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10 0 1 387 482.8 Tbut.6 25gTj
0.963630 1 346 233.4 Tm
(2064 B02m
095gTj
0.9 y0 1 285 2438y8n.187 647mes.comlbusin1Tj
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Commission was to balance regulation with the free flow of commerce and
allow businesses to freely transact with one another without the concern of
unfair practices.146 This business friendly objective that is being upheld by
the Commission refusing to set 
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put an additional duty upon businesses to take increased preventative
measures against security breaches.17  However, even with all the
positives, H.R. 3896 would only improve the situation partially, and a more
comprehensive governmental data security system would have to be
adopted for the 
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This increased financial accountability could either come in the form of an
express private cause of action'93 or by substantially increasing the penalty
that the Commission could levy against the infracting business.194

Businesses often only experience accountability in the form of a few weeks
of bad press and potentially a comparatively small fine by the
Commission.

195

For instance, a year after the Equifax's data breach that compromised
the sensitive data of over 145 million consumers, the company made more
than $3 billion in revenue, the stock price bounced back, and Equifax has
not been charged for any data breach violations by the Consumer Financial
Protection Bureau and the Federal Trade Commission. 196 Equifax has even
escaped any actions or financial penalties from state agencies by merely
agreeing with eight states to strengthen their cybersecurity programs to
prevent another breach.197 As of this moment, the message surrounding
Equifax is that the only accountability a business may face is in the form of
bad press.198 Applying these fines or creating this cause of action would
increase compliance and may actually promote the self-regulation model
that the industry so desires.199

CONCLUSION

As internet commerce continually expands throughout the U.S., the
government in the form of the Commission must take a more active role in
protecting consumers sensitive data.z° ° Much of the information stolen or
leaked through insecure or outdated data security systems is sensitive
information that cannot be replaced or changed and can cause grievous
financial or emotional harm sentection 
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unable to bring suits themselves with the Commission and now face
substantial hurdles over their ability to as well.202

One of the solutions presented, H.R. 3896, would provide some benefit
to consumers, although a more expansive model passed by Congress,
similar in the form of HIPAA would provide adequate protection for
consumers.20 3 Under a HIPAA style expansion of regulatory oversight, the
Commission would be able to provide scalable national standards and the
ability to enforce violations if need be.204 Additionally, if passed in
conjunction with increased accountability measures, businesses would be
compelled to comply and provide proper protection of consumer's sensitive
data for the sake of remaining profitable.205 The massive data breach of the
key institution, Equifax, must be the wake-up call for the Commission and
Congress to take a more active role in keeping Americans' sensitive data
secure.
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202. See Koo, supra note 163; supra Part II.

203. See supra Part III.A.2.
204. See supra Part III.
205. See supra Part III.
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