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BLOCKING PRO-TERRORIST WEBSITES

enacted as a result of the aforementioned terrorist acts. Section IV
will analyze recent terrorist acts by French citizens and highlight a
trend of radicalization that is currently being furthered by the In-
ternet. Section V will discuss Decree no 2015-125, the enacted legal
measure to block terrorist websites, identify its obvious weaknesses
and propose possible solutions.

II. A HISTORICAL OVERVIEW OF FOREIGN TERRORIST ACTs IN

FRANCE

France encountered Islamic terrorism long before other Western
nations.' Beginning in 1982, suspected Palestinian terrorists threw a
grenade into the Chez Goldenberg restaurant and fired machine guns,
wounding twenty-two people and killing six.4 This Islamic terrorist act
was different from former "internal" political and territorial acts com-
mitted by Basque and Corsican separatist groups in the mid-1970s.5 In
the 1980s and 1990s, France was rocked by two waves of Islamic ter-
rorism: one between 1985 and 1986, and another between 1995 and
1996.6

A. The 1985-1986 Wave of Terror by Palestine Liberation Front,
Abu Ibrahim, and Hezbollah

On February 23, 1985, a bomb exploded in a Paris department
store, Marks & Spencer, killing one person and wounding fourteen
others.' The attack was attributed to the Abu Ibrahim terrorist group,
a pro-Palestinian, Islamic organization.' On March 29, 1985, a bomb
was detonated in the Rivoli Beaubourg movie theater, during the In-
ternational Jewish Film Festival in Paris, machin
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Paris department stores, Galeries Lafayette, and Printemps Hauss-
man, wounding forty-three shoppers."o

On February 3, 1986, a bomb exploded on the Champs-Plys6es,
which wounded eight people, and was attributed to the Committee of
Solidarity with Arab and Middle Eastern Political Prisoners (Hezbol-
lah)." On February 4, 1986, Hezbollah detonated a bomb in a book-
store in Paris' Latin Quarter, wounding five people.12 The next day,
February 5, 1986, Hezbollah placed a bomb in the Forum des Halles
shopping center in Paris, which exploded and wounded twenty-two
people." On March 17, 1986, a bomb exploded on a TGV train in
Paris, injuring five people.1 4 On March 20, 1986, another bomb ex-
ploded on the Champs-Elys6es, killing two people and wounding
twenty-eight." On September 8, 1986, a bomb exploded in the post
office of Paris' City Hall, killing one and wounding twenty-two peo-
ple.' On September 12, 1986, a bomb exploded in a cafeteria of the
shopping mall at La D6fense, in Paris, injuring fifty-four people. On
September 14, 1986, a bomb exploded in 
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B. The 1995-1996 Wave of Terror by Groupe Islamique Arme

On July 11, 1995, an imam and his assistant were murdered in a
mosque in Paris.2 2 The Groupe Islamique Arm6 (GIA), an Algerian
Islamic extremist group, took responsibility for this attack, those that
followed later that year, and the attacks in 1996.23 The GIA bombed
the Paris Metro station, St. Michel, on July 25, 1995, killing seven and
injuring eighty-five people.24 The GIA also bombed Avenue de Fried-
land in Paris, on August 17, 1995, as well as a market on September 3,
1995, injuring three people.25 The GIA detonated a car bomb parked
in front of a Jewish school in Lyon on September 7, 1995, injuring
thirty people.2 6 On October 6, 1995, the GIA bombed another Paris
Metro station, Maison Blanche, injuring ten.2 7 On October 17, 1995,
the GIA bombed a third Paris Metro station, Musde d'Orsay, killing
four and injuring twenty-nine.2 8 Lastly, and most notoriously, on De-
cember 3, 1996, the GIA bombed the Paris Metro station, Port-Royal,
killing four people and injuring 170.29

III. PAST COUNTER-TERRORISM LEGISLATION IN RESPONSE TO

TERRORIST ATTACKS

As a result of the aforementioned attacks, France "was forced to
sharpen its swords against terrorism before the other European coun-
tries did."3 0 The French government enacted terrorism prevention
laws in 1986, 1991, and 1996, in response to these waves of Islamic
terrorism.31 In 2001 and 2003, stricter counter-terrorism laws were
passed, in response to 9/11.2 Additionally, France enacted anti-terror-

22. Azzeddine Ahmed-Chaouch, Tension palpable rue Myrha d Paris, Li, PARISIEN (Fr.)
(July 23, 2005, 12:00 AM), http://www.leparisien.fr/une/tension-palpable-rue-myrha-a-paris-23-
07-2005-2006150958.php.

23. Id.; Alan Riding, French Court Sentences 2 for Role in 1995 Bombings That Killed 8,
N.Y. TIMEs, Nov. 1, 2002, at A4.

24. COMMISSION REPORT, supra note 6, at 48.

25. Id.

26. Id.

27. Id.

28. Id.

29. Projet de loi, supra note 14.

30. Garapon, supra note 1, at 2050.
31. See Stella Burch Elias, Rethinking "Preventive Detention" from a Comparative Perspec-

tive: Three Frameworks for Detaining Terrorist Suspects, 41 COLum. Hum. R-is. L. REv. 99, 152
(2009).

32. Fisher, supra note 5, at 259.
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ism legislation in 2012, in response to Mohammed Merah's shooting
spree.

A. Power of Detention

France developed 
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of proof to convict a defendant of criminal association is lessened.5 4

The prosecution must merely show that the defendant "interacted
with, and was somehow linked to a terrorist."55 The prosecution need
not prove that the defendant actually furthered a terrorist conspiracy
to successfully convict him or her.56 This crime is punishable by up to
twenty years imprisonment and a fine of up to 500,000 euros.s?

Article 421-2-2 of the 1996 Act created a new criminal offense:
financing a terrorist organization.58 This statute criminalizes the act of
"providing, gathering or managing funds, securities or property or by
giving advice for this purpose, intending to see these funds, security or
property used or knowing that they are intended to be used, in whole
or in part, to commit any terrorist acts under this chapter, regardless
of the possible occurrence of such an act."5 9 The crime is also punisha-
ble by up to twenty years imprisonment and a fine of up to 500,000
euros.6

D. Power to Search

The November 15, 2001 Anti-Terrorism Law updated France's
Vigipirate state-of-emergency plan, which authorized bag Law 
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authorities upon request.6 2 The Law also authorizes the police to
monitor Internet users' personal files located in data-processing sys-
tems.6 3 These files may be considered when determining whether to
grant French citizenship or extend French residency to such Internet
users.64

F. Power to Restrict Incitement to Terrorism

On December 21, 2012, French legislation added the offense: "in-
citement to terrorism."65 This 2012-1432 Act criminalizes the "justifi-
cation of or incitement to terrorism on the Internet,"6 6 and allows for
French citizens or residents to be prosecuted in French courts for ter-
rorist acts committed in other countries.67 As an example, French citi-
zens or residents who attend terrorist training camps outside of France
may be prosecuted even if they have not committed a crime on French
soil." The Act also allows for the freezing of assets of people who
incite terrorism.6 9

IV. RECENT TERRORIST ACTs By FRENCH CITIZENS: 
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French citizen of Algerian descent, began his killing spree on March
11, 2012, when he posed as someone interested in buying a motorcycle
from a French Army officer of Moroccan origin, Imad Ibn-Ziaten.7 2

When Merah met Ibn-Ziaten in Toulouse to purportedly buy the mo-
torcycle, Merah shot his victim in the head, and fled on a black
scooter. Four days later, on March 15, 2012, Merah approached
three more French soldiers who were withdrawing money from an
ATM in Montauban.74 The soldiers, Abel Chennouf, a Catholic of Al-
gerian decent, Mohamed Legouad, a Muslim, and Loic Liber, were
shot thirteen times by Merah.7 ' The ATM's surveillance camera pho-
tographed Merah, fleeing once again on a black scooter.7 1 While
Chennouf and Legouad were killed, Liber survived the attack but was
paralyzed.

On March 19, 2012, Merah parked in front of the gate at a Jewish
school, Ozar Hatorah, in Toulouse, and opened fire.78 He filmed his
attack using a GoPro camera attached to his chest." Merah killed a
rabbi, and the rabbi's two sons: ages three, and six-years-old.so He
chased a young girl, Myriam Monsonego, into the school's courtyard,
grabbed her by the hair and shot her in the head."' Merah also shot a
fifteen-year-old intern who ran to help the girl.8 2 He fled on his black
scooter, leaving three dead children and the dead rabbi in his wake.

Two days later, Merah was cornered by French police at his apart-
ment in Toulouse, the city where he was born and raised.84 Authorities
declared a siege, and gave Merah a walkie-talkie in exchange for one

72. Marc Weitzmann, 'In the Beginning, the Brothers, They Told Me to Kill', TABLET (July
29, 2014), http://tabletmag.com/jewish-news-and-politics/180009/france-toxic-hate-3-toulouse/2.

73. Id.

74. Id.

75. Id.
76. Id.
77. Id.
78. Id.
79. Id. It is likely that the GoPro footage that Merah compiled would eventually be

uploaded to the Internet, and used to recruit and radicalize more French youth. Although Merah
told French police negotiators that he had already "posted the footage on the [Ilnternet," French
authorities remain unsure if this uploading actually occurred. See Henry Samuel, Toulouse Siege:
Mohamed Merah Claimed He Posted Footage of All the Attacks Online, THE TELEGRAPH (U.K.)
(Mar. 22, 2012, 5:46 PM), http://www.telegraph.co.uk/news/worldnews/europe/france/9161157/
Toulouse-siege-Mohamed-Merah-claimed-he-posted-footage-of-all-the-attacks-online.htmi.

80. Weitzmann, supra note 72.
81. Id.
82. Fortunately, the intern survived the attack. Id.

83. Id.

84. Id.

[Vol. 22
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of his guns." During a four-hour-long conversation between Merah
and a police negotiator, Merah explained that he radicalized himself
in prison between 2007 and 2009.86 In July 2010, Merah traveled to
Lebanon, Turkey, Jordan, Egypt, Tajikistan, and Afghanistan, "wait-
ing 'to be kidnapped by [the Taliban] so [he] could convince them that
[he was] sincere and they could train [him]"' to be a terrorist." To his
dismay, his initial solicitation was unsuccessful." It was not until Au-
gust 2011 that he was finally contacted by Al-Qaeda in Afghanistan
and Pakistan.8 9 He recounted his terrorist initiation to the police
negotiator,

In the beginning, the brothers, they told me to kill. [They] said I
should kill everything-everything that is civilian and miscreant,
everything. The gays, the homosexuals, the ones that kiss each other
in public. [They] said, 'Shoot them down,' see? But me, I had a mes-
sage to carry. I knew that by killing only militaries and Jews, the
message, it would be carried better. [Because] if I were to kill just
civilians, the French population [would] say, 'Oh, he's just another
crazy terrorist.' Even if I had the right. But now the message's dif-
ferent. Now I just kill militaries and Jews, see?9o
Merah refused to surrender to police after the thirty-hour siege,91

and jumped out of his apartment window with a gun in his hand, firing
at police.92 He was shot in the head by a French commando.93

Two years later, on May 24, 2014, twenty-nine-year-old Mehdi
Nemmouche, a French citizen, killed four people at the Jewish Mu-
seum in Brussels, Belgium.94 He opened fire on museum visitors: kill-
ing an Israeli couple, a French woman, and a Belgian Jewish staff
member of the museum.95 Nemmouche was captured by French au-

85. Id.
86. Weitzmann, supra note 72; Parallel Lives: The Brussels Suspect and the Toulouse

Shooter, FRANCE 24 (Fr.), http://www.france24.com/en/20140602-parallel-lives-brussels-suspect-
toulouse-shooter/ (last updated June 3, 2014) [hereinafter Parallel Lives].

87. Weitzmann, supra note 72.
88. Id.
89. Id.
90. Id.
91. Obituary: Toulouse Gunman Mohamed Merah, BBC NEWS EUR. (Mar. 22, 2012), http://

www.bbc.comlnews/world-europe-17456541 [hereinafter Obituary].
92. Id.
93. Id.
94. Christopher Dickey, French Jihadi Mehdi Nemmouche is the Shape of Terror to Come,

DAILY BEAST (Sept. 9, 2014, 5:52 AM), http://www.thedailybeast.com/artices/2014/09/09/the-
face-of-isis-terror-to-come.html.

95. David Chazan, Brussels Museum Shooting Suspect 'Beheaded Baby', THE TELEGRAPH
(U.K.) (Sept. 7, 2014), http://www.telegraph.co.uk/news/worldnews/middleeast/syria/11080079/
Brussels-museum-shooting-suspect-beheaded-baby.html.
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thorities during a routine drug search by customs officials in Marseille
and was extradited to Brussels to await trial after his arrest.9 6 When
French police searched Nemmouche's bag, they found a Kalashnikov
assault rifle with 261 bullets; a .38 revolver with fifty-seven bullets; a
black hood; a pair of black gloves; a gas mask; a white bed sheet on
which he wrote in 
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i.e., young hotheads," but now, he is being proven wrong.115 Current
terrorist recruiting forces come from the Internet, particularly social
networking sites like Facebook, Instagram, and Twitter." 6 These me-
dia-savvy recruiters are extremely influential upon French minors.'"7

Reinforcing this point, French Prime Minister Manuel Valls remarked
that "many French youths are being recruited through the Internet
rather than the local mosque.""

One ISIS supporter told VICE News that "[s]ocial media is good
for building a network of connections and recruitment. Fighters talk
about experiences in battle and encourage people to rise, and support-
ers defend and translate ISIS statements.""' ISIS has also created its
own Twitter-connected application called The Dawn of Glad Tidings,
which is available for all Android phones.1 2 0 Users 
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Quran, while urging French President Francois Hollande to convert to
Islam.127

In August 2014, two French girls, a fifteen-year-old and a seven-
teen-year-old, were arrested in Lyon for criminal association with ter-
rorists, after trying to leave France to join ISIS and commit jihad.z2 A
family member of one of the girls alerted authorities after the girls
"met" on social media and concocted their jihadist plan.129 In Septem-
ber 2014, French police arrested a sixteen-year-old girl in Nice who
attempted to board a flight to Turkey in order to join ISIS in Syria.13 0

A man was also 
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C. Charlie Hebdo and Kosher Market Shootings of January 2015,
and the November 2015 Paris Attacks

On the morning of January 7, 2015, two masked gunmen named
Cherif and Said Kouachi, stormed the offices of French satirical maga-
zine Charlie Hebdo in Paris, armed with Kalashnikov rifles.' The
magazine was notorious for its less-than-flattering depictions of the
Prophet Mohammed.' The French-born brothers Thd 
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remaining hostages.14 7 French intelligence discovered that the two at-
tacks were coordinated by all three men.'48

The narratives of these three French terrorists mirror those of
Mohammed Merah and Mehdi Nemmouche.14 9 For instance, Cherif
Kouachi was radicalized in prison, where he served time "'with other
[extremist] hard-liners, including a central figure in the al Qaeda net-
works in Europe."'15 0 In prison, Cherif Kouachi met Amedy Cou-
libaly, who was incarcerated for armed robbery.'5 ' Coulibaly, like his
predecessors-in-terrorism, Mohammed Merah and Mehdi Nem-
mouche, also used a GoPro camera to film seven minutes of his attack
on the Kosher supermarket.152 In his video, he shouts anti-Semitic re-
marks and shoots one of his hostages in the head after inquiring about
the man's religion, and receiving the response, "Jewish." 53  In the
footage, Coulibaly asks another hostage to help him upload his GoPro
video to the Internet for immediate dissemination.154

Despite France's lengthy and tumultuous history with Islamic ter-
rorism,' 15 the terrorist attacks of January 2015 finally prompted the
first worldwide outpouring of support for France's long fight against
terrorism, particularly on social media. The use of the anti-terrorism
hashtag, #JESUISCHARLIE, was promoted by not only French citi-
zens, but also many Twitter, Facebook, Instagram and Tumblr users,
globally.'5 6 Nevertheless, there were, and continue to be, pro-terrorist
hashtags circulating throughout the Internet, in direct opposition to
#JESUISCHARLIE. For example, #JESUISKOUACHI and
#JESUISCOULIBALY are hashtags showing sympathy for, and iden-
tification with, the assailants of the Charlie Hebdo and Kosher Market

147. Charlie Hebdo, supra note 2.

148. Charlie Hebdo Shooting: Kosher Supermarket Gunman Amedy Coulibaly 'Coordinated'
with Suspected Newspaper Attackers, ABC NEws (Jan. 9,2015, 1:30 PM), http://www.abc.net.aul
news/2015-01-10/paris-gunman-coordinated-with-suspected-charlie-hebdo-attackers/6010002.

149. See Obituary, supra note 91; Scott Bronstein, Cherif and Said Kouachi: Their Path to
Terror, CNN INvEsIGATIONs (Jan. 14, 2015, 3:33 PM), http://www.cnn.com/2015/01/13/world/
kouachi-brothers-radicalization/; Brussels Jewish Museum Killings: Suspect 'Admitted 
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terrorist attacks, which appear across social media platforms."s' This
phenomenon reflects terrorists' and extremists' growing use of the In-
ternet to further their cause and spread their message of hate. The
Charlie Hebdo attack, and its close coordination with the Kosher Mar-
ket attack, demonstrates terrorists' consistent use of technology to
plan attacks and connect with one another, and highlights the trend in
Internet recruitment, as well as the online glorification of terrorism.

Tragically, merely ten months after the Charlie Hebdo and Ko-
sher Market attacks, six coordinated terrorist attacks occurred in Paris
on the evening of November 13, 2015.158 The 
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Mostefa, Samy Amimour, and Bilal Hadfi.1 68 Bilal Hadfi is a leader
of a "branch of the Islamic State in Syria called Katibat al-Battar al
Libal, which has its origins in Libya."169 Hadfi used Facebook to con-
tact members of ISIS in preparation for the terrorist attack.o

Abdelhamid Abaaoud, a twenty-seven-year-old former drug
dealer from Brussels, Belgium, organized and led the terrorist plot in
Paris.17 1 Abaaoud was no stranger to Western security forces; he at-
tracted the attention of intelligence officials in 2014, "when he moved
[from Belgium] to Syria, [ ] and began starring in ghoulish propaganda
videosl72 filmed by the Islamic State" that were disseminated on-
line.'7 1 In fact, "[l]ike Abaaoud, at least three of the [November 13,
2015] attackers had traveled to Syria to join militant groups" before
returning to France.74 After a nationwide manhunt, Abaaoud was
killed on November 18, 2015, during an hour-long shootout with po-
lice, who employed snipers and grenades, and fired 5,000 rounds into
a Saint-Denis apartment where the terrorist was hiding.17 5

A second worldwide outpouring of support for France came im-
mediately after the November 13, 2015 terrorist attacks in the form of
the hashtag, #PrayForParis, used across social media platforms.7 6

Furthermore, French President Francois Holland declared a national
state of emergency in France within hours of the attacks, closing the
country's borders and giving French "security services broad powers
to go after suspected extremists."'7 7 As a result, French "police have
been breaking down doors, interrogating residents, detaining suspects
or placing them under house arrest - all without a warrant or orders

168. Aurelien Breeden, Kimiko De Freytas-Tamura & Katrin Bennhold, Call to Arms in
France Amid Raids and a Manhunt, N.Y. TIMES, Nov. 17, 2015, at A8.

169. Katrin Bennhold, Assaults Highlight Jihadists' Easy Path To Syria and Back, N.Y.
TIMES, Nov. 19, 2015, at A14.

170. See id.
171. Suspect Killed, supra note 167, at A16.
172. Abaaoud's penchant for disseminating terrifying videos on the Internet reflects ter-

rorists' continued "use [of] video of their atrocities and reports of repression of Muslims in Eu-
rope, Southeast Asia, and Russia's Caucasus regions to recruit new fighters and fan the flames of
hatred for the West." Carol J. Williams, Terrorists Demonstrate Wider Range, L.A. TIMEs, Nov.
22, 2015, at A6.

173. Suspect Killed, supra note 167, at A16.
174. Patrick J. McDonnell, After Paris, Security Lapses are All Too Clear, L.A. TIMES, Nov.

22, 2015, at A3.
175. See Lilia Blaise, Liz Alderman & Aurelien Breeden, Paris Is on Edge as Fate Of Attack-

ers' Organizer Is Still a Question Mark, N.Y. TIMES, Nov. 19, 2015, at Al.
176. Olivier Laurent, 70 Million People Shared Their Prayers for Paris on Instagram This

Weekend, TIME (Nov. 16, 2015), http://time.com/4114288/paris-instagram/.
177. Alexandra Zavis, French Police Flexing Their New Powers, L.A. TIMES, Dec. 4, 2015, at

A4.
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from a judge.""' France's emergency powers were expanded through
a Parliamentary vote one week after the attacks, and the emergency
state will continue for three months, until February 26, 2016.179 It is
possible that this state of emergency "could be extended or become
permanent," after the expiration of these three months.8 0 This would
be made possible by "enshrining the state of emergency law in
France's Constitution, making it easier to declare such a state for
longer periods of time without resorting to the more drastic options
currently available in the Constitution."' In addition, President Hol-
lande "called during a rare joint session of Parliament for a constitu-
tional amendment to allow the government to revoke the citizenship
of 'a [dual national] person convicted [of] threatening the nation's in-
terest or for terrorist acts.' The constitution currently allows revoca-
tion only of citizenship conferred through naturalization, not of
French-born citizens."18 2 Although the majority of National Assembly
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The bill mandated that Internet Providers block pro-jihadist websites,
in light of the rise in French terrorism.187 The bill aimed to quell the
online recruitment and radicalization of French citizens.18 8 The French
Parliament approved the bill in November 2014.189

That bill became codified as Decree no 2015-125 on February 5,
2015,190 less than one month after the Charlie Hebdo and Kosher
Market shootings."' The decree defines pro-jihadist websites as those
that "provoke or praise acts of terrorism."'92 Decree no 2015-125 per-
mits the Interior Minister, without oversight from a judge, to create a
"black list" of pro-terrorist websites or web pages, including pages on
social networks like Facebook, Twitter, or Instagram, whose access
must be blocked by Internet Service Providers (ISPs) such as Orange,
Free, Bouygues Telecom, SFR, and Numericable.193 If Internet Prov-
iders do not comply with the government's mandate to remove a
webpage within twenty-four-hours of being flagged by the Interior
Ministry, they risk being sanctioned, and the website will be automati-
cally blocked by the Interior Ministry.19 4 Of course, this decree 
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with Internet Providers to "cut off" pro-jihadist discussions, videos
and images that aid in the indoctrination of French citizens.1 9 6

Internet terrorist recruitment has drastically increased in recent
years with the advent of more and more social media websites.19 7 Ac-
cording to research conducted by Valerie Maldonado, Director of the
Central Office for the Fight Against Crime Linked to Information
Technology and Communication (OCLCTIC), thirteen new pro-
jihadist websites triggered alerts for the "condoning of terrorism" in
2011; 120 alerts occurred in 2012; and 360 alerts occurred in 2013.198 In
other words, almost one new pro-jihadist website was found by the
OCLCTIC per day in 2013.199 According to the OCLCTIC, the pri-
mary web pages that triggered these alerts were on Facebook and
Twitter, which accounted for 54% of the alerts.2 ' This was followed
by blogs (14%); thematic websites (13%); YouTube (6%); forums
(6%); and other sites (7%).201 French Interior Minister, Bernard
Cazeneuve, stated,

We must stop online access to these videos, to these instruments of
propaganda, to these photos that inspire French youth to become
indoctrinated, because many of these youths are lured into violence
due to their relationship with the Internet, which is unlike anything
else. We hope to ensure the blockage of access to online images or
videos that may aid in these youths' radicalization.202

Cazeneuve believes that this online blockage will greatly reduce
the visibility of websites advocating terrorism, stressing that there has
been no effective 

with with 
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acted decree did not resolve the bill's clarity problem; in fact, Decree
no 2015-125 is even less detailed than the original 2014 format of the
bill.2 26

B. Nevertheless, a Content-Based, Multi-Faceted Solution is Possible

Internet blocking can be a proportionate response, so long as
"terrorist websites" are properly defined, which they currently are
not.22 7 The language of Decree no 2015-125 could be amended to in-
clude clearer language. A multi-faceted, automated solution to De-
cree no 2015-125's problems may quell some of the French public's
concerns, such as including simple administrative contesting measures
to undo the blocking of innocent content.

A prime example of the successful removal of terrorist content is
Twitter's "policy against threatening posts."2 28 Through its clear
guidelines for flagging and removal, Twitter has promptly removed
many ISIS-affiliated Twitter accounts. YouTube has also success-
fully shut down accounts of users who have posted ISIS' beheading
videos.23 0 Both YouTube and Twitter's terms of service establish that
violent content is "cause for suspension" of user accounts.2 1 The Brit-
ish Government has been granted "'super flagger' status" by You-
Tube, meaning that the videos it requests to be removed, which
contain "grisly content or that encourage terrorism," are fast-tracked
for removal.2 32 In recent years, the London Metropolitan Police's
counter-terror unit that focuses on Internet-based terrorism has
prompted the removal of 45,000 videos from YouTube alone.2 3 3 If

Bernard Cazeneuve develops a similar relationship with American-
based social networking sites like YouTube, France will be far more
successful in its blockage attempts; mirror sites will be less likely to
appear if the original content has already been permanently removed

226. See generally D6cret no 2015-125, supra note 190.

227. See id.

228. See Speri, supra note 116.

229. See Adam Chandler, Should Twitter Have Suspended the Violent ISIS Twitter Account?,
THE WmnRE (June 15, 2014, 10:22 AM), www.thewire.com/global/2014/06/should-twitter-have-sus
pended-the-violent-isis-twitter-account/372805.

230. Lori Hinnant & Raphael Satter, Countries Launch Global Effort to Halt Islamic State's
Recruitment of Foreign Fighters, HUFFINGTON Pos'r (Sept. 3, 2014, 7:25 PM), http://
www.huffingtonpost.com/2014/09/03/islamic-state-foreign-fighter-recruitment-_n_5761626.html.

231. Id.

232. Id.

233. Id.
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who oversee violations of the Community Guidelines "often lack the
knowledge of a region's politics that is necessary to arbitrate, or may
be lacking the language skills to determine the context for a graphic
video," which explains why terrorist content remains on this social
network.24 2

In a French 
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provokes terrorist acts or condones terrorism publicly." 24 9 There is no
other explanation or elaboration upon why the website has been
blocked, beside this official symbol and message.2 5 0 The first of the
five websites blocked was "Islamic-news.info," a pro-jihad website of
"very little 
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#JESUISKOUACHI and #JESUISCOULIBALY; instructions on how
to join ISIS in France or abroad; and propaganda that encourages
harming yourself or others in the name of "Allah" or "Holy War" or
"Jihad" be automatically flagged for removal.

Furthermore, in light of the automated red-hand symbol's lack of
precise justification for 
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clicks. Somebody's counting how many people have watched it, and
they're successful if they get more people watching, and if you watch,
you're adding to it. That is an inflated sense of the importance of your
watching."26 2 In turn, fewer susceptible people will be inculcated by
jihadist propaganda. To be sure, "with each video that ricochets
around social networks, the militants gain new recruits."2 6 3

With any Internet blockage that is enacted, terrorists will look for
ways to circumvent it. 264 Nevertheless, as technology improves, block-
ing mechanisms will similarly improve. Less innocent content 


